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Real-time gunshot detection is crucial in surveillance, but current systems
rely on cloud servers which raise security concerns. Could a solution, run-
ning solely on the client-side, provide the speed and reliability needed to
make real-time detection feasible?

In some countries, police officers wear
body cameras that send live video to a
control center, where operators monitor
the footage in real time. Often, a sin-
gle operator has to watch several video
feeds at the same time. In tense situations
where a lot happens, the operator can eas-
ily become overwhelmed, especially with
the audio. Imagine trying to watch three
movies at once, the sounds blur together
causing a mess. To help with this, people
mainly use a cloud service, renting a pow-
erful computer to run an automatic de-
tection tool on the live video and audio to
ensure that important events like gunshots
are instantly identified. That works, but it
also means sending data that is considered
sensitive to a third-party client, which can
raise security concerns. Instead, we would
like a solution that is able to analyze the
video stream entirely on the operator’s de-
vice, preferably in the browser used to dis-
play the video.

The goal of this thesis was to de-
velop a system capable of detecting gun-
shots in real time, using only a browser
without relying on cloud-based process-
ing. Research surrounding machine learn-
ing in the browser has advanced exten-
sively, however it is still in its infancy and
most models today are developed solely
for cloud-based computing using Python.
The challenge of this thesis was to find and
adapt models to solve the task of gunshot
detection while ensuring that the through-
put of the system was high enough to
effectively handle live audio with a high

stability. Additionally, to ensure that
operators could still use the browser for
other tasks, such as rendering the real-
time video, it was crucial that the models
ran efficiently without causing any inter-
ruptions or slowing down those processes.

I adapted two machine learning mod-
els, AST and YAMNet, designed to de-
tect over 500 types of audio events, to
work in the browser. Since these models
were not specialized for gunshots I trained
an additional neural network, to interpret
their outputs, specifically for gunshot de-
tection.

The models performed well, provid-
ing predictions with high accuracy. One
surprising result was that the system
achieved a higher throughput than a com-
parable cloud-based solution on the same
device, effectively handling real-time au-
dio with greater efficiency. While there
were more latency spikes in the system
compared to in the cloud-based environ-
ment, the system remained stable over-
all and was able to smoothly run without
causing any disruptions to other processes
running on the browser simultaneously.

Although this thesis focused on gun-
shot detection, the method could be
adapted for other audio tasks, such as
detecting alarms or isolating voices in
noisy environments. In conclusion, I have
shown that it is possible to run a real-
time gunshot detection model in a web
browser, offering a viable alternative to
cloud-dependent machine learning mod-
els.


