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Data Flow Analysis on CFGs

> join,: Join Function
» transy: Transfer Function
> il’lbi

iny, = join, (outy,, ... outy,)
» out,:

outy,, = transp, (inp,)

» Forward Analysis
» Bakward Analysis
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Join and Transfer Functions

TR T EEES TS

» [ Abstract Domain
> Ordered by (C) C L x L
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Join and Transfer Functions

» [: Abstract Domain

> Ordered by (C) C L x L
Tel forall x: xC T Top element
L el forall x: 1L Cx Bottom element (optional)

»trans, : L — L x C y
» monotonic 4
cjoimg i Lx .. oxL— L el Eotrans(y)
» pointwise monotonic x C vy
3
Jjoing(z1, ... zk, Xy ..y zy) E joing(zy, ..., Zk, Y,
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Lattices (‘gitter’ in Swedish)

Image by Emma Mae (Flickr) via Wikimedia commons
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Partially Ordered Set

Lattices L are based on a partially ordered set (L,C):
» Set: L describes possible information
»(C)C Lx L:
> Intuition for a T b (for program analysis):
> b has at least as much information as a
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Partially Ordered Set

Lattices L are based on a partially ordered set (L,C):
» Set: L describes possible information
»(C)C Lx L:
> Intuition for a T b (for program analysis):
> b has at least as much information as a

> (C) is a partial order:

al a Reflexivity
aCband bC a = a= b Antisymmetry
aCband bC ¢ = aL ¢ Transitivity

» Example:
» L = {unknown, true, false, true-or-false}
» unknown C true C true-or-false
» unknown C false C true-or-false
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Least Upper Bound

Combining potentially contradictory information:

» Join operator: (L) : L X L — L
» Pointwise monotonic:

aCalband bT allb
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Greatest Lower bound

Converse operation:
» Meet operator: (M) : L. X L — L
» Pointwise monotonic:

allbC aand allbC b
» Greatest element with this property:
dCaanddC b — dLC alb
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Lattices

L= (L,C,r,L)

» L: Underlying set

» (C) C L x L: Partial Order

» (W) : L x L — L: Join (computes |.u.b.)
» (M) : L x L — L: Meet (computes g.I.b.)
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Lattices

L= (L,C,r,L)

» L: Underlying set

» (C) C L x L: Partial Order

» (W) : L x L — L: Join (computes |.u.b.)
» (M) : L x L — L: Meet (computes g.I.b.)

» can show:

Commutativity: allb = bUa
Associativity: all(bUc) = (aUb)Uc

(Analogous for M)
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Complete Lattices

A lattice L = (£,C, M, L) is complete iff:

» For any £’ C L there exist:
» —I_ = |_|£I
> J_ = |_|£/
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Complete Lattices: Visually
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Complete Lattices: Visually
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Complete Lattices:

7N\
N S

allb= d__

Visually
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Complete Lattices: Visually
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Example: Binary Lattice

true

false

» T = true

» | = false

» LI = logical “or”
» [ = logical “and”
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Example: Booleans

» If B = {true, false}:

-
/ \ > Lattice sometimes called B|

true false

\
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Example: Booleans

» If B = {true, false}:

T
/ \ » Lattice sometimes called IB%I
> Interpretation for data flow e.g.:
true false » T = true-or-false

\ / » | = unknown
» all b: either aor b
1

» all b: both aand b

12/19



Example: Booleans

» If B = {true, false}:

T
/ \ » Lattice sometimes called IB%I
> Interpretation for data flow e.g.:

true false » T = true-or-false

\ / » | = unknown
» all b: either aor b
1

» all b: both aand b

| Other interpretations possible
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Example: Flat Lattice on Integers

> Sometimes written Z |

PT:Z
>J_:@

_2 1 N _Ja iff a=b
al_lb—{ T otherwise

\\\//

a iff a=b
>aﬂb—{ 1 otherwise

Analogous for other X| from set X
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Example: Type Hierarchy Lattices

java.lang.Object= T

Number Comparable "™~ -~

Byte String ~

» LI constructs most precise supertype
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Example: Type Hierarchy Lattices

java.lang.Object= T

Number Comparat:rlé\‘\

Byte String ~

» LI constructs most precise supertype
» [ constructs intersection types:

java.lang.Comparable M java.io.Serializable
» Java notation:

java.lang.Comparable & java.io.Serializable 14/19



Example: Powersets

T
/ ‘ \ > Take any set S = {a, b, c}
» L ="P(S)

{a, b} {a,c} {b,c}

XX

{a} {b} {cy -
> (|_|

NP




Example: Lattices and Non-Lattices

{a,b,c} PQ
1 PR 7N\
{a,b} {b,c}
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Example: Lattices and Non-Lattices

{a,b,c} PQ
PO /N
/{a’b}\ /{b’c}\ P><Q
, {3 \{b}/{} R s
Lattice Latqiice Not AZLattice

Right-hand side is missing e.g. a unique R S
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Example: Natural numbers with 0, w

oO—Hr—N—W--------§&

T =w
»1 =0
» all b= maximum of a and b
»allb = minimum of a2 and b
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Product Lattices

» Assume (complete) lattices:
> Ly = (L1, 51, Mg, U1, T, L)
> Ly = (L£2,C2,Tp, L, T2, L)
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Product Lattices

» Assume (complete) lattices:
> Ly = (L1, 54, M, Un, T, L)
> Ly = (L2,50,Mp, Lo, To, L)
»Llet Ly X Ly = (L1 X Lo, 5,1, U, T, L) where:
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Product Lattices

» Assume (complete) lattices:
> Ly = (L1,C1,M1, Uz, Ty, Ly)
> Ly = (L£2,52,M2,Lp, T2, L2)
»Llet Ly X Ly = (L1 X Lo, 5,1, U, T, L) where:
»(a,b) C(d,b)iffaCy a and b, b
»(a, by {(a', b’y =(ary a', by b’
><a, yu(a', by =(aly a, bl b')
T = <T1, Tz)
1= <L1,J_2>

>

Point-wise products of (complete) lattices are again
(complete) lattices
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Summary

» Complete lattices are formal basis for many program analyses
» Complete lattice L = (£, C, 1,1, T, 1)

» L: Carrier set

> (C): Partial order

> (M): Join operation: find least upper lower bound

> (U): Meet operation: find greatest lower bound

(not usually necessary)
» T: Top-most element of complete lattice
» 1 : Bottom-most element of complete lattice

» Product Lattices: [; x L, forms a lattice if L; and L, are
lattices
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