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Abstract

Embedded systems have specific real-time require-
ments that led to the development of dedicated communi-
cation protocols. Such systems often face increasing com-
munication needs and the integration of switched Ether-
net architecture. But moving from existing dedicated field-
busses architectures to new Ethernet based architectures
is not always easily feasible, due to industrial constraints.

In this paper, we propose a solution for integrating
existing data busses (such as CAN, which is an impor-
tant standard in automotive context) on a global architec-
ture that respects increasing bandwidth requirements. We
consider a time triggered CAN application and propose
CAN/Ethernet bridging strategies that respect the time-
triggered real time behaviour of CAN End System when
communicating through a switched Ethernet network that
can also be shared by (non CAN) applications.

1. Introduction

Fieldbusses , e.g., CAN [12], WorldFIP [17], Profibus
[17] have been developed in the context of real-time appli-
cations (distributed computer control systems) that have
specific communication requirements such as:

• bounded end-to-end transmission delays in order to
guarantee respects of deadlines,

• the bounded and small jitter for periodic traffic.

However, the amount of information that are nowadays
exchanged in such systems have been increasing steadily
and is now reaching the limits of traditional fieldbusses,
especially in terms of bandwidth [8].

Switching from dedicated fieldbusses to Ethernet is a
classical trend in embedded systems due to the wide ac-
ceptance of the Ethernet standard and its evolution toward
a more predictable switched architecture.

However, successful experience with introduction of a
switched Ethernet in avionic systems (AFDX, [2, 11]) is
mainly due to the preservation of the applications commu-
nication model (periodic schemes) and the respect of the
expected real time properties (bounded delay).

The goal of the study presented in this paper is to build
an heterogeneous architecture obtained by interconnect-
ing existing CAN data busses on a switched Ethernet.
More precisely, we aim at obtaining a time-triggered be-
haviour (TTCAN like [13]) on the whole system.

We have built a twofold study: on the one hand, we
have developed a prototype with some Linux-PCs with
CAN or Ethernet cards inside, on the other hand, we re-
alised a more theoretical study. First results of the theo-
retical study are shortly presented in this paper.

Section 2 presents briefly TTCAN and switched Ether-
net technologies. Section 3 proposes a solution to obtain
a time-triggered behaviour on a CAN / switched Ethernet
architecture. Section 4 concludes the paper and presents
points we are presently studying and some ideas for future
work.

2. Communication technologies

In this section, we present the two communica-
tion technologies that we intend to use, i.e., the
Time-Triggered Controller Area Network (TTCAN) and
Switched Ethernet.

2.1. TTCAN
Time-Triggered CAN (TTCAN) [10, 13] is an en-

hancement of the Controller Area Network (CAN). CAN
[12] is a serial communication protocol suited for net-
working sensors, actuators and other nodes in real-time
systems. The CAN specification defines several versions
of the protocol for the physical and the data link layer.
In this paper, we shortly present CAN 2.0 A. Several ap-
plication layer protocols have been proposed (CANOpen,
CAN Kingdom, . . .).

The CAN addressing system is based on message iden-
tifiers : a frame does not have a destination nor a source
address. Frames are broadcasted on the bus. Stations get
the frames they are interested in by a filtering process of
the identifiers.

The frame format is depicted in Figure 1. The details
of each field will not be presented. The relevant fields for
the remainder of the paper are the following :
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Figure 1. CAN frame (sizes in bits)

• the identifier field, which as mentioned earlier iden-
tifies the data contained in the frame,

• the DLC field which gives the length (in bytes) of the
data field,

• the data field which is the payload of the frame.

Bit-stuffing is used to avoid the transmission of long se-
quences of bits with identical value [15]. As soon as 5
bits of identical value are transmitted, a bit of opposite
value is automatically inserted. This mechanism is valid
for the whole frame, except IFS, EOF, ACK and the last
bit of CRC.

The medium access method (MAC) is CSMA/CR
(Carrier Sense Multiple Access / Collision Resolution) :
the starting of frame transmissions on the bus are syn-
chronous. When two or more stations start a transmission
simultaneously, the one with the highest priority identi-
fier (lowest value) wins and the others stop their transmis-
sion. This is implemented by a collision detection on a
bit by bit basis. When a station transmits 1 (recessive bit)
and detects 0 (dominant bit), it knows that a frame with
a higher priority is being transmitted and, consequently,
it immediately stops transmission. This mechanism guar-
anties strict priority order on identifiers, provided identi-
fiers are unique. It implies limitations of the bandwidth
and the maximal length of the bus (e.g., 1 Mbs for 40 me-
ters).

Some drawbacks of the CAN native MAC have been
identified. First, it is event-triggered : when a station has
a frame to transmit, it tries to. It will succeed as soon
as no frame with a higher priority is being transmitted.
This mechanism can induce large jitter on periodic frames.
Second, identifiers are associated with frames statically.
This imposes a scheduling algorithm using static prior-
ities, e.g., rate monotonic [14] when periodic traffic is
considered. It is well known that higher utilisation of the
medium is obtained with a scheduling algorithm using dy-
namic priorities, e.g., Earliest Deadline First [14].

Solutions have been proposed to solve those draw-
backs. Most of them add a protocol over CAN native
MAC (e.g., [7, 16]).

Time triggered CAN (TTCAN) [10, 13] is a well-
known solution. It imposes a static scheduling on CAN.
This scheduling is memorised in a table, the matrix cycle,
which is known by all the stations. This scheduling com-
prises in particular exclusive arbitration and free windows.
Each exclusive window is dedicated to exactly one frame
identifier while an arbitration window is shared. Free win-
dows allow some evolution of the application. The sta-
tions are resynchronised with a trigger message broad-
casted periodically by the master station. Figure 2 gives

an example of a matrix cycle. Each line of the table is
called a micro-cycle and has a duration Duc. The num-
ber of micro-cycles in the table is a power of 2. All the
windows in a given column of the table have the same du-
ration. The reference message can be easily recognised by
its identifier. With TTCAN’s level 1, the reference mes-
sage only holds some control information of one byte. In
extension level 2, the reference message holds additional
control information (e.g., the global time information of
the master) and covers four bytes.
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Figure 2. Example of a matrix cycle

2.2. Full Duplex Switched Ethernet
Full Duplex Switched Ethernet is an enhancement of

Ethernet. The Ethernet link layer [9] is designed for com-
puter local networks where high bandwidth and low cost
hardware is more important than guaranteed deadlines
and/or jitter.

The Ethernet addressing system is based on MAC ad-
dresses: each Ethernet entity has a unique MAC address.
In each frame, the destination (unicast, broadcast or multi-
cast) and source addresses are inserted. Frames are broad-
casted on the physical layer. Entities get the frames there
are interested in by a filtering process.

The Ethernet native medium access method is
CSMA/CD (Carrier Sense Multiple Access / Collision
Detection): the collision resolution mechanism is non de-
terministic and leads to unbounded transmission delays.

Full Duplex Switched Ethernet is a way to bypass the
medium access strategy of Ethernet: each station is di-
rectly connected to an Ethernet switch with a full duplex
link. Then, the medium is always free. Consequently
guaranteed performances are strongly connected to poli-
cies of the switch. Several approaches have been de-
veloped. One generic approach is the Network Calculus
([5, 6]), that have been successfully applied in the AFDX
network system for Airbus embedded networks [2, 11].
Another is the Response Time Analysis, [14].

3. Time-triggered principles over CAN / full
duplex switched Ethernet

Our goal is to interconnect several CAN busses with
a full duplex switched Ethernet network and to obtain a
time triggered behaviour on the whole network. Such an
architecture is depicted in figure 3. It includes four CAN
busses and an Ethernet switch. There is a bridge station



between each CAN bus and the switch. The switch has
four receive ports and four queued transmit ports. When
a frame arrives at the switch, the control logic determines
the transmit port and tries to transmit the frame immedi-
ately. If the port is busy because another frame is already
being sent, the frame is stored in the first-in first-out trans-
mit port queue. The memory to store pending frames is
obtained from a shared memory pool. If no more memory
is available, the received frame is dropped.
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Figure 3. Network architecture

The solution we propose is based on the following prin-
ciple. Each bridge station is the TTCAN master of its
CAN bus. A CAN message can be either local (the pro-
ducer and all the consumers of the message belong to
the same CAN bus) or global (the producer and the con-
sumers of the message are distributed on two or more
CAN busses). The CAN bus where the producer of a
global message lies is called its home bus, while the
busses where the message has consumers are called its dis-
tant busses. A global message is not transferred on a CAN
bus which is neither its home bus nor one of its distant
busses. Global messages have to be transferred through
the Ethernet switch. In order to do that, they are encap-
sulated in Ethernet frames and broadcasted via the switch.
The encapsulation consists in putting the Identifier, DLC
and Data fields of CAN frames in the Data field of the Eth-
ernet frame (the other fields of CAN frames can be easily
reconstructed). This means that a CAN frame occupies at
most 10 bytes of the Data field of an Ethernet frame.

Different strategies can be used to implement this en-
capsulation:

• an event-triggered strategy: as soon as a global frame
is ready on the bridge of the producer, it is encapsu-
lated in an Ethernet frame and broadcasted via the
switch,

• a time-triggered strategy: at predefined instants, all
global frames ready on a bridge are encapsulated in a
single Ethernet frame and broadcasted via the switch.

As we aim at obtaining a time-triggered behaviour on the
whole network, we focus on the second strategy. The fol-
lowing problems have to be solved:

• the choice of transmission instants,

• the synchronisation between the different CAN
busses, when initialising the system and to compen-
sate clock drifts,

• the coordination of the different TTCAN tables.

An example solution to those problems is depicted in fig-
ure 4 with the network architecture of figure 3.
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Figure 4. Time-triggered over switched Eth-
ernet

Global messages imply three CAN busses (all the mes-
sages of CAN bus 4 are local and bus 4 will be ignored)
: X is produced on CAN bus 2 and consumed on CAN
bus 1, Y is produced on CAN bus 3 and consumed on
CAN busses 1 and 2, Z is produced on CAN bus 1 and
consumed on CAN bus 2, T is produced on CAN bus 2
and consumed on CAN bus 3. The period of messages X ,
Y , Z and T is 20 ms. TTCAN tables are given on figure
5. Windows where messages are produced are underlined.
The duration of the micro-cycle Duc is 10 ms for the three
tables. Local messages are not considered in this example.
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Figure 5. TTCAN tables

A master is defined among bridges stations - here, the
bridge of CAN bus 1 is chosen. Its role is to synchro-
nise the CAN busses at initialisation time. Following syn-
chronisations do not require a master. At the beginning
of the application, the first TTCAN micro-cycle executes
on CAN bus 1. At the end of this cycle, the bridge of
CAN bus 1 broadcasts to bridges of CAN busses 2 and
3 an Ethernet frame encapsulating global CAN frame Z.
This Ethernet frame synchronises the three CAN busses.
Then, the second TTCAN micro-cycle executes on CAN
bus 1, while the first one executes on CAN busses 2 and
3. At the end of the TTCAN micro-cycle, each bridge
broadcasts an Ethernet frame encapsulating ready global
CAN frames (X and T for CAN bus 2, Y for CAN bus 3).
Those Ethernet frames synchronise the three CAN busses,
which then execute the next TTCAN micro-cycle.

The main characteristics of this solution are:

1. the transmission instants correspond to the ends of
micro-cycles,



2. the synchronisation of different CAN busses is done
at the end of each micro-cycle, via Ethernet frames
exchanges,

3. the TTCAN tables are built so that, when a global
frame is sent on its source bus during a micro-cycle,
it is sent on its destination bus during the next micro-
cycle (see for example frame Y in figure 4),

4. a global CAN frame stands in the same column in all
TTCAN tables (e.g., frame Y is always in column 2
on figure 4).

The time triggered behaviour is obtained on each individ-
ual CAN bus by the construction of the TTCAN table.

As mentioned earlier, a global CAN frame has con-
sumers in different CAN busses including the one where
it is produced. Characteristics 3 and 4 above imply there
is a delay of one micro-cycle between the transmission of
the message on its home bus and the transmission on its
distant busses. This delay has to be taken in account when
designing the application. It includes the synchronisation
delay which depends on the transmission delays on Ether-
net links, the delay induced by the switch and the delays
induced by the drift between bridges clocks.

4. Conclusion and future works

In this paper, we mainly focused on two types of com-
munication technologies :

• the Controller Area Network (CAN) and its time-
triggered version (TTCAN), which is a good example
of deterministic real-time communication system,

• Switched Ethernet, which is a popular non real-time
communication system.

The aim of the paper was to study the use of switched
Ethernet in conjunction with CAN for communications
in a real-time system. More precisely, the challenge was
to obtain a time-triggered behaviour on a mixed CAN /
switched Ethernet architecture. We show a solution on an
architecture that includes several CAN busses intercon-
nected via bridges by an Ethernet switch. TTCAN is used
on each CAN bus and exchanges between bridges take
place at the end of each micro-cycles.

The solution we propose has to be validated. We are
presently working on the modelling of our system, on one
hand using timed automata (using UPPAAL), on the other
hand using Petri nets (using TINA [4]). The goal is to ver-
ify properties such as: is the delay of global CAN frames
always respected ? Studies around the verification of pro-
tocols with such tools have already been conducted (e.g.,
[3]).

We are also studying the behaviour of our solution
when the Ethernet network is shared with non CAN ap-
plications. In this context, the respect of the real time be-
haviour of CAN end systems implies the use of a more

sophisticated Ethernet switch, in order to be able to differ-
entiate traffics.

Among other points that should be studied, there is
the use of other time-triggered strategies on CAN, such
as FTTCAN [1] and an architecture with a more global
Ethernet including several switches.
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