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Hacker terrorizes family by hijacking
baby monitor

'Internet of things' or 'vulnerability of everything'?
Japan will hack its own citizens to find out

Q ByJame s Griffiths, CNN
(O Updated 0259 GMT (1059 HKT) Febryary 2, 2019
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Recently we wrote about the Jeep Cherokee hack incident. At §
Charlie Miller and Chris Valasek finally explained, how exactly t
happened.
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, - Hackers once stole a casino's high-roller database through a

thermometer in the lobby fish tank
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DDoS attack that disrupted internet was
largest of its kind in history, experts say

Dyn, the victim of last week’s denial of service attack, said it was
orchestrated using a weapon called the Mirai botnet as the
‘primary source of malicious attack’
Major cyber attack disrupts internet service across Europe and
US




loT Security

Also insecure |oT devices
(Just another color)

Security is a huge problem in loT

Insecure loT devices



Top Access Vectors 2019

Phishing

Scan and exploit

Unauthorized use of
credentials

Brute force attack

Mobile device
compromise
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Source: IBM - X-Force Threat Intelligence Index 2020




Number of Vulnerabilities

Vulnerabilities in NVD
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Usage of Open Source
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(0] (o) is based on open source in
96 A) 6OA) companies using open source.
OF ALL COMPANIES OPEN SOURCE
5% from 2017
96% of all companies use any =7 T -Synopsys 2019
Open Source in their software

development.

- Synopsys 2019



Find your vulnerabilities

Search Vulnerability Database

Try a product name, vendor name, CVE name, or an OVAL query

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions

Search Type Contains HyperLinks

® Basic Advanced US-CERT Technical Alerts
US-CERT Vulnerability Notes
OVAL Queries

“searcn | reset |

Results Type

* Overview Statistics

Keyword Searc
openss|

Exact Match

Search Type

® All Time Last 3 Months Last 3 Years

https://nvd.nist.gov



Problems and Debricked’s approach

Manual effort
Problem: Time consuming and error prone
Solution: Match automatically and keep database constantly updated

Transitive dependencies
Problem: Some dependencies require their own dependencies
Solution: Automatically find all transitive dependencies

Other security issues
Problem: Not everything is found in NVD, 8% of GitHub issues are security related
Solution: Scrape and classify GitHub issues (and other sources) using NLP

Time delay
Problem: It can take days or weeks before NVD lists all vulnerable software

Solution: Analyzes the vulnerability text with NER and extract vulnerable versions

Generic severity scoring
Problem: The severity scoring is not tailored to environment/system/device
Solution: Built a recommender system that learns user preferences

Tracking analyzed vulnerabilities
Problem: You need to remember which vulnerabilities are not applicable and which need a fix
Solution: Allow removal of vulnerabilities that are of no interest and automatically fix vulnerabilities of interest
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Research Projects

Smarty (SSF) HATCH (Vinnova) SecT (Vinnova)

*  Smart City * Handling Vulnerabilities in the Value * Interaction design within

* Deploying updates Chain security

* Vulnerability analysis * Views for integrators * Meeting needs of different roles
* Device management *  Communication of vulnerabilities * Cloud deployment and

onboarding



Example from Research

CVE Summary from NVD
Integer overflow in the ProcDRI2GetBuffers function in the DRI2 extension in X.Org Server (aka xserver and xorg-server) before 1.16.3 allows remote authenticated users to cause a
denial of service (crash) or possibly execute arbitrary code via a crafted request, which triggers an out-of-bounds read or write.

Base Model
L CVE Summary
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Delay of days or weeks
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cpe:2.3:a:x.org:xorg-server:1.16.1: ¥  kxk k ko * Result: We can save days or
cpe:2.3:a:x.org:xorg-server:1,16.2: ¥k ok xkoxex  TmmmEemoo weeks when identifying new

vulnerable software

Text: extension in  X.Org Server  before 1.16.3 allows remote authenticated
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