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With
Dynamic

Boltzmann machines
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Hi, I’'m
Christoffer.

Let’s talk anomaly
detection!



The agenda

Problem description

Introduction & Background

Methodology
Results

Conclusion



Studied a a combustion power plant situated in
Stockholm. More specifically, one of the six boilers in

the plant, Boiler 6. The goal IS to detect anomalies In
this system.

And the
system
IS...
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What is anomaly detection?

Anomaly detection are the data points in a data set that does not
fit well with the rest of the data, the events or observations are
classed as anomalies. , ,




Boltzmann machines

Type of neural network

Energy based &

stochastic model

Increasing popularity in

anomaly detection

Too slow =p Dynamic
BM handles this




Viethodology

Business Data
Understanding Understanding
Data
Preparation

CRISP-DM

Cross-industry Standard Process

Deployment




Subsystems

Residue /6 sensors

Fuel 187 sensors —

D S —

Boiler 400 sensors ™

- Electricity

Also %



System is down

HOG.613KU201
System output

613KU201 - output sensor

Dates

Optimal operation -
around 91 MW



Clusters

Dimensionality

Logical

Boiler - 19 clusters

Fuel - 1 clusters

Residue - 2 clusters

Table 1: Subsystems for the Boiler system and the
number of variables in them

Name # var. Name # var.
Ammoniak 5 Hjidlpanga 40 9
Arbetsluft 4 Kylvatten 21
Avloppsanga 60 17 Manoverluft 2
Brinnolja, latt 18 Mava PN 160 45
FIV,120 C 23 MAVAS16 9
Friblasning 15 Pannluft 102
Hjélpanga 3 Pannvatten 7
Rokgaser 113 Sand 10
Sotningsanga 10

@ Correlation

Boiler - 21 cluster

Fuel - 8 clusters

Residue - 5 clusters

Many uni-variate cluster
where percentages



Boliler

Mathematical correlations

HOG.6658003
HOG.683KT705
HOG.683KT711
HOG.683KT714
HOG .690KP702
HOG.601KC201
HOG 601KP201

HOG.613KF201FXQ24 SCALED
HOG.613KT006
HOG.613KT009

HOG 613KTC201X
HOG 615KF201
HOG 615KPC201BX
HOG 616KF201
HOG.616KU201
HOG 617KPC201X
HOG . 619KL201
HOG 619K1C201X
HOG 620B201XE1
HOG.6208203X
HOG 620K7201
HOG 620KF204
HOG.620KP202
HOG 620KP205
HOG.620KT202
HOG.620K1311
HOG.620KT314
HOG.620KT321
HOG 620KVC252X
HOG 623K1201
HOG.623KP202
HOG 625KQ001X
HOG .638KFC201X
HOG.613v206
HOG.665B00SXE
HOG .665KF004
HOG 665KT021X
HOG.665KT203
HOG.665K1213
HOG 667B202XF
HOG 667KF203X
HOG 66 /KP203X
HOG 66TKT204X
HOG.667KT211X
HOG.66/K1223
HOG 667KTC221X

HOG.6738201
HOG 673KF203
HOG 673K1202
HOG.6/3KP204

HOG 67IKPC204X
HOG.662B201X

HOG.b82B211
HOG.682KF201
HOG.682KF213
HOG 682KF222
HOG 682KF229
HOG.682KF232
HOG 682KF241

HOG.682KFC200_2X
HOG 682KFC222X
HOG 682KFC229X
HOG .682KFC232X
HOG 682KFC241X

HOG 682KP204
HOG.682KP242
HOG 682KT201
HOG.682KT205
HOG.682KT303
HOG 682KT311
HOG.682KT321
HOG 682KT332
HOG 682KT351
HOG 683KF003
HOG 683KP204
HOG.683KP209
HOG.683KP213
HOG 683KP222
HOG .683KPC221X
HOG.683K0C002X
HOG 683KT201
HOG.683KT204
HOG.683K1208
HOG.683KT212
HOG.683KT215
HOG.683K1220
HOG.683KT223
HOG.683KT227
HOG 683KT230
HOG.683KT301
HOG.683K1311
HOG 631KP212
HOG.682KF321
HOG 682KF351
HOG.682KF311_Al
HOG.682KF341_Al
HOG 6AIK0022
HOG 683KQC206
HOG 665KFCO0L
HOG 673v201
HOG.6758001
HOG 682KFC203X

HOG 682V216

HOG.682v227

HOG 682V230
HOG.662KX001
HOG.683K1241
HOG 6873KP224
HOG.683KP227
HOG.683KP230
HOG.683KT242
HOG.683KT257
HOG 683KT245
HOG.683KT248

HOG 60IKT229_Diff
HOG.683KT244 Diff
HOG.683KT249
HOG.683K1252
HOG.683KT255
HOG.683KT261

HOG 613271

HOG.615V202A
HOG.5165201_Yesterday

HOG.616V202

HOG.619V353

HOG 619v212

HOG 620B201XM

HOG.620v222

HOG 620V259

HOG 6838201
HOG.612KU201
HOG 680KP203
HOG 680KT242
HOG.680KT245
HOG.613KU001
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Heatmap - correlation between sensors
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Dendrogram - clustering based on averages

None of the uni-variate clusters were



10NS

correlat

Boliler

ICa

Mathemat

10




Mathematical correlations
Fuel

HO
HOG.671A603
HOG.671A610 -

HOG 671AG11XE -
HOG.671A613 -
HOG.671A615_1XE -
HOG.671A616 -
HOG.671A624 -
HOG.6718611 -
HOG.671KL623 -
HOG.671KL629 -
HOG.671KL643 -
HOG.671KLCE43 aX -
HOG.671KT604 -
HOG.671KT606 -
HOG.671KT610 -
HOG.671KT623 -
HOG.671KT625 -
HOG.671KT1629 -
HOG.671KT647 -
HOG.671KT653
HOG 671M602
HOG 671M60S -
HOG 671MG0E -
HOG.671M617_XE -
HOG 671IMB18_XE -
HOG.671ME19 XE -
HOG 671M621 -
HOG 671Mb24 -
HOG.6715604XG -
HOG.671A201 -
HOG.671A214 -
HOG.671A221 -
HOG.671A231 -
HOG 671A235XE -
HOG 671A632_2XE -
HOG.6718212 -
HOG 6718213X -
HOG.6718218 -
HOG 6718222X -
HOG 6718223XE -
HOG 6718232 -
HOG 6718233X -
HOG.6718238 -
HOG.671B606 -
HOG.6718608 -
HOG.6718622 -
HOG 671KL213 -
HOG.671KL223 -
HOG 671K1233 -
HOG .671KLC601X -
HOG 671KT636 -
HOG.671KT639 -
HOG 671KT643 -
HOG.671KT659 -
HOG 671KT663 -
HOG 671KW211X1 -
HOG 671KW231X1 -
HOG .671KWC212X
HOG 671KWC222X -
HOG .671KWC232X -
HOG.671M625XE -
HOG.671M628X
HOG 671M629 -
HOG.671ME33XE -
HOG 671KT222 -
HOG.6718217 -
HOG 671A212XM -
HOG.671A213XM -
HOG 6718237 -
HOG.671A222W -
HOG 6714632 Nm -
HOG.671A223XM
HOG 671A232XM -
HOG.671A233XM -
HOG.671A632 3 -
HOG.671v201
HOG 671MG33W -
HOG.671KW222 -
HOG 671KEC602 -
HOG.671V203 -
HOG. bllA()lS_j -3
HOG.671A615_1XM
HOG.671A610W -
HOG.671AG17W -
HOG. 671A518W -
HOG.671AG19W
HOG.671KP602 -I
HOG.671V607_608 -

p— _
HOG 671V613_614
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Mathematical correlations
Residue

HOG.658A201
HOG.658A201MOMENT
HOG.658A201X
HOG.658A201_KT001X
HOG.658A202MOMENT
HOG.658A202X
HOG.658A202XE
HOG.658A202_KT0O01X -
HOG.658A203MOMENT
HOG.658A203X -
HOG.658A203XE
HOG.658A203_KT001X
HOG.658A204MOMENT
HOG.658A204X -
HOG.658A204XE -
HOG.658A204_KT0OO1X -
HOG.658A205MOMENT -
HOG.658A205WN -
HOG.658A205XE -
HOG.658A205_KT001X -
HOG.658A206MOMENT -
HOG.658A206X -
HOG.658A206XE -
HOG.658A207MOMENT -
HOG.658A207X -
HOG.658A207XE -
HOG.658A210 -
HOG.658A211 -
HOG.658A214
HOG.658A214XE
HOG.658A217MOMENT -
HOG.658A217X -
HOG.658A217XE -
HOG.658A217_KT001X
HOG.658A218MOMENT -
HOG.658A218X -
HOG.658A218XE -
HOG.658A218_KT001X -
HOG.658KP201 -
HOG.658KT201X -
HOG.658KT202X -
HOG.658KT203X -
HOG.658KT204 -
HOG.658KT205X -
HOG.658KTC201X -
HOG.658KTC202X -
HOG.658KTC203X -
HOG.659A201 -
HOG.659A202 -
HOG.659A203 -
HOG.659A204 -
HOG.659A205 -
HOG.658KL214 -
HOG.658KL215-
HOG.659KP211 -
HOG.659KP212 -
HOG.659A215X -
HOG.659A215XM :"_\ F
HOG.659A215 ‘
HOG.659A215W -
HOG.659A216 -
HOG.659KX001 -
HOG.658A212XM
HOG.658A214XM
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HOG.659KP212
HOG.658KP201
HOG.659A204
HOG.659A205

HOG 659KX001
HOG.659A215XM
HOG.659KP211
HOG.6594215

HOG 659A215X

HOG 6594216

HOG 659A215W

HOG 658K1.214

HOG 658K1L215

HOG 658A201X

HOG 658A202X

HOG 658A203X
HOG.658A202MOMENT
HOG.658A201
HOG.658A201MOMENT

HOG.658A217_KT001X
HOG.658A206MOMENT

HOG .658A202XE

HOG.658A203MOMENT

HOG.658A203XE

HOG.658A204MOMENT

HOG.658A210

HOG.658A211

HOG.658A218MOMENT
HOG.658A207MOMENT

HOG.658A207XE

HOG.658A204X
HOG .658A204XE

HOG. 6594203

HOG.6594201

HOG 6594202

HOG 658A218X

HOG 658A218XE

HOG 658A206XE

HOG 658A206X

HOG 658A207X

HOG.658A204_KT001X

HOG.658A218 KT001X

HOG.658A205WN

HOG.658A205_KT001X
HOG .658A205XE

HOG 658A217X
HOG.658A217XE

HOG.658A205MOMENT
HOG.658A217MOMENT

HOG.658A201_KT001X

HOG.658A202_KT001X

HOG.658A203_KT001X

HOG.658KT204
HOG 658KT205X

HOG.658KT202X

HOG .658KTC202X

HOG 658KT201X

HOG 658KTC201X

HOG 658KT203X

HOG 658KTC203X

HOG.658A212XM

HOG. 6584214

HOG 658A214XE
HOG.658A214XM




Math cluster

1

2

Did logical and mathematical

clusters match?

/| o

Logic cluster
Kylvatten
Pannluft
RoOkgaser
Hjalpanga 40
Friblasning
Avloppsanga 60
Pannluft
RoOkgaser
Pannluft

Rokgaser

Total #
matches

4

4

6

10

19

% matches in
math

100

100

100

40

40

25

75

71

28

27

% matches in
loaic

19

3

5

22

13

17

# math
vars

14

14

70

# logic
vars

21
107

114

15
19
107
114
107

114



o/l o

Did logical and mathematical

clusters match?

Sort off
Math clusters more precise

Not as strong correlation in logical groups as believed



Modeling

One model for each cluster -
34 different models!

Setting the correct parameters such as
learning rate, decay rate, delay and
thresholo

Creating a multivariate Model

Opt|m|ze parameters Wlth RMSE 40/60ratioodna1t:raaining&test



Calculating the

multivariate
9.5 preciction 1 1. Take difference between input and
orediction for all vectors, normalize
e — =i — e and sum them all together
<38.93713 \/
38.5 2. Calculate the Interquartile range

38

|Issue: How to take into account different
01:25 01:30 01:35 01:40 magnitudes Of Seﬂsors?
Do they all contribute as much?

01:15

Apr 12, 2018 Apr 12, 2018, 01:20:30




VALUE

Diff

Determining the
threshold

<&

Threshold

Datetime

Threshold Is determined
by the upper interquartile
range



Converting to
hourly

|ssue: resolution vs
minute.

PPCR identifies the ,
percentage of the total | NC | U d 1N g a‘ ‘

population that is

flaggec clusters give
100% PPCR

uuuuuuuuuuuuuuuuuuuuu

™

Precision & Recall
Boiler Clusters

Precision: 65%
Recall: 46%

Accuracy: 55%

PPCR: 41%

296 209

209 anorr

aly

hours dur

Ng

1-22 Aprll



Conclusion

Many open questions still, what is the best threshold
method, when to use a more simple method etc.

Good results visually, hard to quantity without better labelled data.
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