EDAO045 Program Analysis, 2018, Homework #5

December 5, 2018

Modalities

e Deadline: 18 December 2018, end of day
e Submission mechanism: Moodle

e To submit: Your results (pdf or plaintext), including the estimated num-
ber of hours you worked on the project

In the following you will be working on a variant of ATL (grammar: Figure 1,
semantics: Figure 4, types: Figure 5), similar to the languages that we discussed
in class.

If you find any obvious errors or unexpected behaviour in the semantics, note
them down and use your best judgment to decide if the semantics need fixing.
Make sure to justify any changes that you make to the original semantics. I will
count such fixes so as to balance out mistakes elsewhere in this assignment.

Task #1: Extending ATL with one primitive (0.5 points)

Extend the ATL semantics above (which are based on the ones used in class)
as follows:

e Introduce a new primitive, secret({expr)), which (for now) simply returns
its parameter. Add suitable rules to the operational semantics and the
type system.

Task #2: Dynamic Taint Analysis for ATL (2.0 points)

Given the ATL language definition extended with the new primitive you added
in Task #1, design a dynamic taint analysis that prevents the program from
printing any value that has passed through secret({expr)). For example, the line

print(secret(1))

must result in the program getting stuck without evaluating print.



name = id stmt = (name) = (expr)
| name . id | { (stmt) }
| if (expr) (stmt) else (stmt)
val n= num | while {expr) (stmt)
| null | skip
| return (expr)
expr = (val) | (stmt); (stmt)
| (expr)+{expr)
| (name) decl == procid ( (id: (ty))* ) (stmt)
| print ( (val) ) |  datatype id( (id: (ty)) x )
|  new (4d)
| ad ( (expr) * ) prog == {decl) {prog)
| (stmt)
ty n=int
| i

Figure 1: ATL Grammar

p € prog
tt €ty
id, id; € id
n,n; € num
v,v; € V= numW {null} & REF W (stmt x idx)
e,e; € expr
S, 8; € stmt
E,E'E'"cE=1id+V
Eve valdE
H, H' ,H" H" H; € H=REF + HOBJ
r € REF
7,7 € T = {INT, NULL, UNIT} W {T} 4|4d € id}

Figure 2: Metavariables and their domains for later definitions.



0 = t=int T(f) = InT < t=int
null otherwise (t) = Ty = teid

<D07DT5 Ep7 S> > <D0aDT7Ep>

(Do, Dr, Ep,p) » (DY, Dy, Bl id ¢ dom E!, Ell = [id — (s, [idy, . .., idy]) E,
<D0,DT,Ep7pl’OC Id(ld1 sty ..., ddy tk) S p> > <D67D,T7E;;I>

idy = idy, <> i=k Dy = [id — [idy = N (t1), . . ., idx = N (tx)]]Dg
(Do, Dr, Ep, p) » (Dyy, D, E) Dy = [Tiq > lidi : T(t1),. .., idy : T (tx)|] Dy

(Do, Dr, By, datatype id(idy : ty, ..., idy : tx) p) » (Dgy, Dy, E,,)
Figure 3: ATL support definitions for deriving Dy, Dr, and E,

On the other hand the following program should not result in the program
getting stuck:

print(1)

e Adjust the operational semantics of the language to prevent any data that
has been returned by secret from being printed.
— Attempt to be maximally precise.
— In your description, you can alter any rule in the operational seman-
tics.
— If your changes systematically affect a certain set of rules, you can
describe the change abstractly. Make sure to be precise.

e Explain how and why your changes achieve the desired goal.

Task #3: Static Taint Analysis for ATL (2.5 points)

Given the ATL language definition extended with the new primitive you added in
Task #1, design a static taint analysis that prevents the program from printing
any value that has passed through secret({expr)) (cf. Task #2 for an example).

e Kither adjust the type system for ATL or introduce a new type system,
approximating the dynamic analysis from Task #2. Your system should
be nontrivial, e.g., handle the two examples listed for Task #1 with full
precision.

e Explain any design tradeoffs that you have made.

e Give an example to demonstrate how your system is optimistic or conser-
vative.



E(id) =wv
(H, E,id) || (H,v)

—(H,E,v> V) (val) (id)
(H,E,e1) | (H',n1) (H',E,e2) | (H",n2) n=nqi+ns

<E7 €1+€2> ‘U’ <H//7 n)

(plus)

(Ho, E,e1) I (Hi,v1) -+ (Hi—1, E, ex) |} (Hy,vx)
E(id) = (s, [idy, . . ., idk]) (Hy, Ep U {idy > w1, -+ -, idi = vi}, ) 4 (H',v)

; ; (call)
(Ho,E,id(e1 ...er)) | (H',v)
(H,E,e) |} (H ,n) (prin)
(H, E, print(e)) | (H',0)
r fresh Do(id) = [idi = va, ..., idk = v] ( )
(H,E,new (id)) || (HU{r — [id1 — v1,...,idx — vi]},T) e
(H,E,e) || (H,r) H(r)=[id—v,..] (load)
(H, E,e.id) || (H,v)
(H,E,e1) \ (H',r) (H',E,e2) |} (H",v) H"(r)=R R =[id— v]R (store)
(H,E,e1.id — e2) Vs (r = RH", E)
(H,E,e) } (H',v) : (H,E,s) }s (H', E')
—— — (assign) ——— (block)
(H,E,id=¢) |s (H',[id — v]E) (H,E,{s }){s (H,E")
(H,E,s1) s (H',E') (H',E' s2) |}s (H", Ev) (seq) (skip)

(E, s1; s2 ) {bs (H", Ev) (H, E,skip) |s (H, E)

(H,E,e) § (H',v) veEnum v#0 (H' E s1){s(H" Ev)
(H,E,if e 51 else s2) || (H", Bv)

(if-then)

<H7E76>‘U’<Hl70> <H/3E782> s <HN’EU>
(H, E,if e s1 else s2) |5 (H", Ev)

(if-else)

(H,E,e) || (H',0)
(H,E,while e s) |}, (H', E)

(while-done)

<H7E76>’U<H,7,U> <H,7E78> ‘U’S <HN7E/>
v € num v#0 (H" E',while e s) ||s (H", E")

(H, E,while e s) ||s (H",E")

(while-step)

(H,E,e) | (H',v)
(H, E,return e) |5 (H',v)

(return)

Figure 4: ATL: natural semantics, assuming that Dy and E, have been set up
suitably (cf. Figure 3).



v € num

TFo: Iny (7um o t-id
T o inr (70m) Tl Nowz (D) FU{z’d:T}Fz’d:T( id)
I'ter:m -+ T'heg:mg FI—Fid:Tlx---XTk—M‘O
- (t-call)
Itidley, ..., ex): 7o
I'Fep:INT T'Feg:INT Tke:INT _
- t- t
F'kep +ep: INT (t-plus) I F print(e) : INT (t-print)
id € dom Dr (t ) FFBZTZ’d DT(id):[idliT,...} load
't new(id) : T4 e TFeid :7 (t-load)
FF@liTid DT(id):[idliT,...} FF62<17'
I FS 61.id1 = €9 : UNIT (t-store)
I'tid:m Thre«xr I'kgs:T
-asst ———— - (t-block
TF,id=e: UNIT (t-assign) Fl—s{s}:T( ock)
F'kFsy:UNIT T'hksg:7 )
TF,sp; 80:7 (t-seq) T, skip : Onit (9P
ke :INT Thkgsy:7 Dhgso:T .
- (t-if)
I'bk,if ep sy else sy : 7
I'Hep:INT T'F4s:UNIT . I'kFe:r
I' 5 while e s : UNIT (t-while) s returne: 7 (t-return)
n=Tt) - 7 ="TI(t) DU {idy:7y,... 0dg : Tk} Fs 870
FZ-dZTl><~-~><Tk—>T0€F FFpp:'r .
T, proc id(idy : ty, ..., idy ‘tx) sp:T (t-proc)
Fkep:r
t-datat
T+, datatype id(idy : t1, ..., idy : tg) p: T (t-dataty)
I'ke:r ) I'Fe: NULL .
Thear (assignable-ty) W (assignable-null)

Figure 5: ATL: type inference rules (monomorphic), assuming that Dy has been
set up suitably (cf. Figure 3).



